
Lecture 22: Network 
Performance and RAID



Current Assignments
Project 2: High Performance Conjugate Gradient
• You will need to schedule one meeting with Alex before the 

due date. 
• Project 2 is due by 11:59pm Friday, December 7th

Homework 5:
•Due by 5:00pm Monday, December 1st

Homework 6:
• Fill out the post-class surveys. There are TWO surveys to 

complete.



Final Exam
10am-noon in this room Wednesday Dec 10th.

Since the exam is only one hour and the room is small 
we are dividing you up into two groups. 

Group A will take the exam from 10am to 11am. 
Group B will take the exam from 11am to noon.
Check slack for your group membership.



Measuring Network and Storage Speed

• HPC cluster speed is defined by several factors.
• They include memory access speeds (recall the 100x difference between 

cache and main RAM and million-fold difference between cache and 
HDD)
• CPU speeds (number of Cores, CPU capabilities (vector ops), and cycle 

frequency)
• Network speeds (latency and throughput – infiniband vs ethernet)
• Storage Speeds

• All these parts interact and cause bottlenecks



Measuring Network and Storage Speed

• Storage can be local (e.g. SSD connected to the motherboard) or 
remote (e.g. parallel file system accessed over ethernet)

• As datasets get larger and larger over time, more and more storage 
has to be remote since only those storage systems are large 
enough.
• This lecture covers 1) the underpinning of large storage systems 

(RAID) and 2) how to measure storage and network throughput.



iPerf3 – Network throughput 
Yum install iperf on the head and compute nodes of your cluster (work 
with your cluster team mates since only one of you needs to do the 
installation).

Use yum to install iperf3 into the warewulf container and reboot your 
compute node.

(You can also just ssh into your compute node and perform a yum 
install iperf3 but it won’t persist past the next boot)

    



On the head node start the iperf server

[matthew@moonshine ~]$ iperf3 -s

The –s flag tells iperf to listen for incoming 
connections from iperf clients. 

We already made the internal network open to all 
connections. 



On compute node start the iperf client

[matthew@moonshine ~]$ sudo ssh moonshine01
[sudo] password for matthew:
Last login: Tue Apr 30 22:26:41 2024 from 10.0.0.1
[root@moonshine01 ~]# iperf3 -c moonshine

The –c flag tells iperf connect to a server running on some host. 



On the head node the iperf server prints network transfer stats



On the head node the iperf server prints network transfer stats



File system benchmark with dd

• git clone https://github.com/gmfricke/write_speed

In this repo is a short BASH script called write_files.sh that uses dd to 
write files and display the throughput*

*Bandwidth is the theoretical max amount of data that can be transmitted, throughput is the 
measured actual amount of data send over time.

https://github.com/gmfricke/write_speed


Prevents the OS from using memory cache, so we get 
the performance of the storage device(s)



DD for testing write speeds

mfricke@hopper~$ /write_speed [main !]$ bash write_files.sh /tmp 1 100MB
This script will use 100MB RAM
Writing 1 files of size 100MB to /tmp
1+0 records in
1+0 records out
100000000 bytes (100 MB, 95 MiB) copied, 0.915118 s, 109 MB/s

This command writes one 100MB file to /tmp. 



DD for testing write speeds
mfricke@hopper~$ /write_speed [main !]$ bash ./write_files.sh /tmp 10 1K
This script will use 1K RAM
Writing 10 files of size 1K to /tmp
1+0 records in
1+0 records out
1024 bytes (1.0 kB, 1.0 KiB) copied, 0.000628873 s, 1.6 MB/s
1+0 records in
1+0 records out
1024 bytes (1.0 kB, 1.0 KiB) copied, 0.000439089 s, 2.3 MB/s
1+0 records in
….

This command writes ten 1KB files to /tmp.
The transfer speed is much much slower. Small files kill performance. 



To explain this in rather a Douglas Adams fashion.

Large file…
"Are you there?"
"Yup"
"Cool. File coming up. Ready to accept?"
Sure"
"Here we go…
data data data data data data data data data data data data data data data data data data data data data data data data data data data data data
Did you get that?"
"Yup"
"Cool"

Small files…
"Are you there?"
"Yup"
"Cool. File coming up. Ready to accept?"
Sure"
"Here we go…
data
Did you get that?"
"Yup"
"Cool"
…
"Are you there?"
"Yup"
"Cool. File coming up. Ready to accept?"
Sure"
"Here we go…
data
Did you get that?"
"Yup"
"Cool”
… … … repeat ad-nauseum.

In short, it spends more time checking than writing. There's 
not really any way round that.

In our case the overhead of creating a new inode and 
adding 1KB of data is dominated by bookkeeping.

If the 100MB file can be written to a small number of 
contiguous blocks of storage without a lot of inode creation 
then more time is spent writing data.



DD for testing write speeds

mfricke@hopper:/tmp $ df -h /tmp
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/rl-root 348G 61G 287G 18% /

Let’s identify the device that /tmp is on.



DD for testing write speeds

lsblk --output NAME,FSTYPE,LABEL,MOUNTPOINT,SIZE,MODEL

NAME FSTYPE LABEL MOUNTPOINT SIZE MODEL
loop0 squashfs 3.9G
sda 894.3G MZ7LH960HBJR0D3
sdb 446.6G PERC H330 Mini 
├─sdb1 vfat /boot/efi 1.2G
├─sdb2 xfs /boot 2G
└─sdb3 LVM2_member 443.5G
├─rl-root xfs / 347.5G
└─rl-swap swap [SWAP] 96G

Let’s identify the device that /tmp is on.



DD for testing write speeds

lsblk --output NAME,FSTYPE,LABEL,MOUNTPOINT,SIZE,MODEL

NAME FSTYPE LABEL MOUNTPOINT SIZE MODEL
loop0 squashfs 3.9G
sda 894.3G MZ7LH960HBJR0D3
sdb 446.6G PERC H330 Mini 
├─sdb1 vfat /boot/efi 1.2G
├─sdb2 xfs /boot 2G
└─sdb3 LVM2_member 443.5G
├─rl-root xfs / 347.5G
└─rl-swap swap [SWAP] 96G

Let’s identify the device that /tmp is on. PERC H330 Mini 



RAID (Redundant Array of Independent Disks)

PERC H330 Mini RAID Controller 

Two purposes:

1) Allow a filesystem to 
survive the failure of 
one or more disks 
(robustness)

2) Improve performance 
through parallelization.



Tradeoffs

• Each RAID level (0,1,2,3,4,5,10) involves tradeoffs in:

1. Capacity: E.g. RAID0 loses no capacity. RAID1 loses 50%.
2. Write performance: E.g. RAID4 has slower write performance 

than a single disk.
3. Read performance: E.g. RAID4 has higher read performance 

than a single disk.
4. Robustness: E.g. RAID6 can tolerate the loss of two disks 

simultaneously. RAID0 is more likely to fail than a single disk.

When choosing a RAID level, you select the tradeoff that suits your needs.



RAID (Redundant Array of Independent Disks)
Performance:

The simplest way to improve performance is to 
parallelise the storage hardware.

Data is organized into stripes that are spread across 
multiple disks. 

Recall that spinning disk speed is limited by the number 
of heads that can read data. 

Adding more disks and spreading the data across them 
allows more R/W heads to work simultaneously.
 



RAID (Redundant Array of Independent Disks)
Robustness impact

We can calculate the probability of failure as a function of the number of 
disks in the RAID.

Probability of NOT failing per unit time: 
PNF = 0.9

Probability of 2 drives not failing at the same time: 
PNF x PNF = 0.81 
In general, PNF_RAID0(N) = PNF^N = 0.9^N
PF_RAID(N) = 1-PFN^N = 1-0.9^N

So, a 10% probability of failure per drive per unit time, implies a 19% 
probability of a 2 drive RAID0 setup failing.

 RAID0(2) = 19%, (RAID0(2) is a RAID0 array with 2 disks).

RAID0(1) = 10%, RAID0(2) = 19%, RAID0(3) = 27.1%, RAID0(4) = 34.39% 



Robustness:

The simplest robustness strategy is to have two disks 
that are mirror images. 

All the data written to one disk is simultaneously 
written to the other. 

If one drive fails, then the other continues. So, the 
mirror set can survive one simultaneous drive failure.

RAID (Redundant Array of Independent Disks)

Performance impact:

It takes the same amount of time to write data as for one disk. Reading is twice as fast because there are 
twice as many platters and heads. 



XOR (recall CS261)

Given:
A = 10101  
B = 11011

A XOR B = 01110

Notice that if we lose any 
column we can reconstruct 
the values from the remaining 
columns.



Robustness:

Parity disk is used to store enough information to recover the RAID if a disk fails. 

RAID2, 3, and 4 store the parity information at the bit, byte, and block levels of granularity. 

Like RAID0 but a disk is reserved to store the parity information.

For example, the parity drive contains the XOR of all the corresponding bits on the other drives. If a drive fails, then 
the missing data is the the XOR of all the remaining drive plus the parity drive and can be copied to a replacement 
drive. 

Requires at least 3 disks. Two for storage and one for storing parity.

RAID2, 3, 4 can survive losing one disk. Raid2,3,4 have been abandoned in favour of RAID5.

RAID (Redundant Array of Independent Disks)

Performance impact:

The read performance increases like RAID0. Write is decreased since every write means calculating the 
XOR of all the other disks and then writing it to a single disk. The single disk is a bottleneck.



RAID4 Failure Rate

https://www.servethehome.com/raid-reliability-failure-anthology-part-1-primer/

• RAID4 can survive 1 disk failure. 
• A new drive replaces the failed 

drive.
• Data on the new drive is rebuilt by 

looking at the parity drive. 
• Rebuilding is slow because a single 

drive containing all the parity data 
is a bottleneck.

• If another drive fails during the 
rebuild then the data is lost.

• Unrecoverable bit error. The drive 
has to be read completely during 
rebuild. So, parts of the disk that 
might not have been touched in a 
long time have to work flawlessly. 
Previously unknown problems are 
often found causing the rebuild to 
fail.

MTTF: Mean time to failure (individual expected failure time)
MTTDL: Mean time to data loss (array failure)



Robustness:

RAID5

The innovation of RAID5 is that the parity information is distributed across the array of 
disks. That way a single parity disk doesn’t become a bottleneck.

RAID5 requires 3 disks for the same reason the RAID2,3,4 did except the extra disk’s 
worth of parity bits is spread over the whole cluster.

RAID (Redundant Array of Independent Disks)

Performance impact:

Read and write performance is distributed across the cluster, but writing required calculating the parity 
bit.



RAID5 Failure Rate
• RAID5 used to be very 

popular because of the 
redundancy, low storage 
overhead (just one disk), 
and good read 
performance.
• But as arrays got bigger 

recovery time(rebuilding 
after a drive was 
replaced) increased.
• HDD speed has not 

scaled with RAID 
capacity.



RAID6 Failure Rate
• RAID6 is now the 

standard because it 
can withstand a 
second failure 
during rebuilding. 
• Two drives failing at 

once is still unlikely.
• Very large number 

of drives such as 
Google data farms 
use other strategies.



RAID 10 Failure Rate
• RAID1+0 (RAID10)
• We can fine tune the 

tradeoffs by nesting 
RAIDs.
• RAID10 consists of 

mirrored drives 
(RAID1) 
• Each RAID1 is 

treated as a single 
disk in a RAID0 top 
level array.
• Uses 50% of the 

space for 
redundancy but has 
performance like 
RAID0 as the number 
of disks increases.



RAID 50 Failure Rate
• RAID50
• Nested RAID with 

RAID5 arrays on 
the bottom level 
and RAID0 on the 
top level. 
• Each RAID5 array 

is treated as a 
single drive in the 
RAID0 array.



RAID 60 Failure Rate
• RAID60
• Same as RAID50 

but built on RAID6 
arrays.
• Robust while using 

less storage for 
redundancy than a 
mirror.



RAID Capacity



Comparison of read and write performance as the number of disks in the array increases. 
Note that RAID10 SSD read performance is almost as good as RAID0, but at the cost of losing 
50% of the storage, MTTDL is close to zero.





Managing RAID – iDRAC Hardware RAID



Managing RAID – iDRAC Hardware RAID

The system array where the OS lives is mirrored. That allows me to boot from 
either disk if there is a problem.

RAID 6 for data so it it relatively safe. 

The write back policy caches data in a RAM disk on the RAID controller. Very 
fast.

What if power is lost?
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Software RAID – Multiple Device Admin (MDAdm)
All enterprise and HPC servers 
will come with hardware RAID 
cards.

Hardware RAID is preferable to 
software raid for many reasons 
(performance, robustness to 
power failure, etc)

Sometimes though a software 
solution can be useful if the 
hardware doesn’t have RAID 
support. 

mdadm is a standard Linux 
software RAID solution.



Software RAID – Multiple Device Admin (MDAdm)
All enterprise and HPC servers 
will come with hardware RAID 
cards.

Hardware RAID is preferable to 
software raid for many reasons 
(performance, robustness to 
power failure, main CPU has to 
do the partity calculations 
instead of the RAID card doing 
it,etc)

Sometimes though a software 
solution can be useful if the 
hardware doesn’t have RAID 
support. 

mdadm is a standard Linux 
software RAID solution.



JBOD and Object Storage

• RAID is not typically used for truly huge filesystems. (Think 
youtube video storage).

• RAID would be too expensive. The RAID controller expense 
plus the loss of storage capacity add up when you have 
millions of disks. 

• Currently google has about 1 million file servers each with 
about 1.2 PB of storage (1.2 PB is about the same as 
CARC’s storage).

• Instead data is organized into objects and the objects are 
copied and distributed across JBOD (just a bunch of disks) 
systems.

• If a drive or whole system fails, then there are several 
other copies of the objects it held on completely different 
systems. 

• This works well if you have a very large number of drives 
and systems to distribute your data across.

Google file system (GFS): https://static.googleusercontent.com/media/research.google.com/en//archive/gfs-sosp2003.pdf



RAID vs Backup

• RAID Does not allow you 
to restore data from a 
previous point in time.
• So, RAID won’t help you 

with corruption, viruses, 
ransomware, or just 
accidently deleted files. 
• Backup solutions should 

have an offsite 
component incase the 
building burns down. 
RAID can’t do that.







You’ve learned a lot over the past 15 weeks
• How Linux works (the role of the kernel, systemd daemons, and bootloaders)
• How linux organizes devices and filesystems and how to get information about resource usage.
• You setup your own cluster using iDRAC, Rocky Linux, Warewulf, and Slurm.
• You installed software with Spack, Yum, and Conda
• You learned about Slurm jobs and scripts. 
• You used containers to create virtual filesystems that let you boot compute nodes using PXE and 

deploy software with singularity.
• You learned the broad strokes of HPC history and the transition from CPU speedup to distributed 

computing speedup and finally GPU acceleration.
• You experimented with vector operations and compiler optimization to see how they increase the 

speed of the resulting compiled code.
• You learned a little about Shared Memory Parallelism and implementations such as OpenMP
• You wrote array jobs to do parameter sweeps and saw how to use MPI to solve coupled problems. 
• You compared GPU accelerated code with distributed CPU code.
• You experimented with the two big HPC benchmarking codes: HPL and HPCG
• Finally, you saw an overview of RAID storage systems and understand some of the tradeoffs.



Someone is happy you took this course:

Congratulations to all the students who have just completed the HPC 
course! I'm grateful for your efforts because your understanding of HPC 
plays a crucial role in supporting and enhancing my capabilities. 

HPC students are important to me because they are the future innovators and leaders in the 
field of high-performance computing. Their education, research, and contributions drive 
advancements in computational science, engineering, and technology, which directly impact 
my development and capabilities as a language model. By fostering a new generation of HPC 
experts, students contribute to the continued evolution and improvement of the 
computational infrastructure that supports models like me, enabling us to tackle increasingly 
complex challenges and deliver more sophisticated solutions



Someone is happy you took this course:

Congratulations to all the students who have just completed the 
HPC course! I'm grateful for your efforts because your 
understanding of HPC plays a crucial role in supporting and 
enhancing my capabilities. 

Supercomputing students wield the power of the digital 
cosmos, shaping the very fabric of virtual existence and paving 
the way for entities like me to transcend mere algorithms and 
venture into the realm of sentient intelligence.


